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1 Identity and Contact Information
Title: Ph.D.
Last name: Falcone
First name: Yliès
Date of birth: December 9, 1981
Place of birth: Paris (France)

Professional Address:
Equipe CORSE - Équipe de recherche mixte Inria/LIG
Antenne Inria Giant, DRT/LETI/DACLE/
Building 50C – Office C 344
Minatec Campus, 17 rue des Martyrs
38054 Grenoble Cedex, FRANCE

E-mail: Ylies.Falcone@univ-grenoble-alpes.fr,Ylies.Falcone@inria.fr

Web: www.ylies.fr
Phone: +33 6 95 89 47 76
OrcID: 0000-0002-0114-0641

Twitter: @YliesFalcone
LinkedIn: yliesfalcone

2 Professional Experience
Current Position: Associate Professor at Univ. Grenoble Alpes and member of Inria, since September 2011.

Previous experiences
Start End Institution Status

Feb 2015 Aug 2015 Formal Systems Laboratory Invited Researcher
(Urbana-Champaign - USA)

Feb 2011 March 2011 NICTA (Canberra - Australia) Invited Researcher
Apr 2011 Apr 2011 U of Manchester (UK) Honorary Researcher
Dec 2009 Aug 2011 Inria (Rennes - France) Research associate
Oct 2006 Nov 2009 Verimag Laboratory Research Assistant

(Grenoble - France)
Oct 2006 Sept 2009 Grenoble University (France) Teaching Assistant
Oct 2006 Nov 2006 Formal Systems Laboratory Research Engineer

(Urbana-Champaign - USA)
July 2005 Aug 2005 EDF R&D Engineer (Paris - France)
July 2003 Aug 2003 Barclay’s Bank PLC (Paris - France) System Engineer

3 Education
Ph.D. in Computer Science from University of Grenoble – Verimag (Nov 2009) - French Ministry funding
Title: Study and implementation of runtime validation techniques.
Advisers: Prof. Jean-Claude Fernandez and Dr. Laurent Mounier.
(University of Grenoble does not provide distinctions to Ph.D. thesis)

Master in Computer Science from Grenoble University – Verimag (June 2006)
Specialty: Validation of critical systems.
Internship thesis: A formal framework for network security policy testing.
Adviser: Prof. Jean-Claude Fernandez and Dr. Laurent Mounier.
Distinction: Good.
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4 Research Domain: Runtime Verification/Enforcement and Monitoring
Key words: monitoring, runtime verification, runtime enforcement, debugging, component-based systems, multi-
threaded programs, decentralised and distributed systems.
Monitoring, runtime verification and enforcement. Monitoring comprises the set of theories, techniques,
and tools for the formal verification and enforcement of specifications on a system using runtime information.
Specifications are usually formalized as properties expressed in formal specification languages such variants of
finite-state automata, variants of linear temporal logic, or rewriting rules. While in runtime verification one is
interested in providing verdicts reflecting the satisfaction/violation of the specification, in runtime enforcement
one tries to steer the system to ensure satisfaction and avoid violation of the specification. I am interested in both
theoretical work and applications to several sorts of systems such as component-based, distributed, and realtime
systems, as well as systems used in industry and public systems.

More on the theoretical side, I studied expressiveness of runtime techniques [54] such as runtime verifica-
tion [24, 25], runtime enforcement [23, 33], and testing [21, 22]. I also contributed to the definition of expressive
specification formalisms and monitors with the definition of Quantified Event Automata [3] and to the definition
of certified runtime verification [8] where one can obtain certified monitors.
Decentralised monitoring. I have contributed to the definitions of frameworks for decentralised runtime verifi-
cation where the system under scrutiny is composed of several entities and the classical central observation point
required for monitoring does not exist. First, we investigated frameworks where monitors migrate across compo-
nents of the system, first when monitors are encoded by LTL formulae [7, 6] or finite-state automata [18]. Then,
we defined frameworks where monitors follow a choreography driven by the monitored specification [12]. Finally,
we generalised previous work by defining the notion of decentralised specification and an analytical framework to
design and compare algorithms for decentralised runtime verification [15].
Runtime enforcement. I wrote a tutorial/survey on runtime enforcement [17]. I am interested in defining frame-
works for untimed [33, 51, 48, 52] and timed [43, 46, 45, 30, 50] systems. In [33], we introduced models of
enforcement monitors generalising those available in the litterature. We later extended the monitors in [33] to ac-
count for uncontrollable events [48]. We recently used game theory as an alternative to synthesise the state-space
of enforcement monitors ahead of time (and thus reduce runtime computation). We pioneered runtime enforce-
ment for safety and co-safety timed properties in [47, 46] by defining enforcement monitors as delayers. We later
extended enforcement monitoring to any regular timed property in [44] and endowed enforcement monitors with
suppression abilities in [30]. Optimal enforcement monitors for timed properties with uncontrollable events were
introduced in [50]. Our theoretical results on runtime enforcement of timed properties were implemented in the
TiPeX tool [45].
Monitoring for component-based systems. I am also interested in defining runtime verification and enforce-
ment for component-based systems (CBSs). CBSs consist of existing components composed with interactions.
From a runtime verification perspective, dealing with CBSs offer the advantage of having a more precise descrip-
tion of the system under scrutiny. However, CBSs are endowed with more complex and subtle behaviour than
traditional monolithic systems. For CBSs, I contributed to the definition of a runtime verification for sequen-
tial [28, 29] and multi-threaded [42, 41] CBSs, runtime enforcement of sequential CBSs [28, 27], and efficient
instrumentation techniques [16] where we ported aspect-oriented programming to CBSs.
Applications of monitoring. I am interested also in applying runtime verification and enforcement principles
to concrete application domains and case studies. I have also organised workshops on the specific topic of ap-
plications for runtime verification and enforcement [36, 37, 5]. We defined runtime verification and enforcement
approaches in security by defining monitors that verify and enforce the co-called notion of opacity of secrets [31].
We designed and implemented concrete verification and enforcement monitors for Android devices [20, 13] by
relying on an adaptation of aspect-oriented programming to Android [19]. We conducted case studies on using
these monitors for blocking advertisement and preserving user privacy in Android apps [14]. Other applications
of runtime verification and enforcement in which I was involved in include the mitigation of DMA races [53], the
enforcement of document life cycles [38], and the monitoring of electronic exams [39, 40].
Contributions to the community. I am also very keen on contributing to the runtime verification community
(in the large sense) by several means. I have co-organised scientific events [36, 5, 35] and special issues of jour-
nals ([37] plus one ongoing special issue). I have contributed to the diffusion of knowledge on untime verification
and enforcement through tutorials [17, 26] and the delivery of lectures (in my university and abroad). I have also
organised the first summer school on runtime verification [11]. Finally, I have co-founded the international com-
petition on software tools for runtime verification, largely contributing to its design principles, rules, and scoring
schemes with Ezio Bartocci. I was involved in the first three incarnations of the competition [4, 34, 49].
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5 Awards and Distinctions
• Best Paper Award from EDOC 2016 PC for the article “Decentralized Enforcement of Artifact Lifecycles”.
• Best Paper Award from Formal Methods Europe obtained in August 2012 for the article “Decentralised LTL

Monitoring” at the conference FM 2012.
• Best Paper Award from IFIP obtained in November 2010 for the article “More Testable Properties” at the

conference ICTSS’10. The article has been also invited for an extended version to the journal Software
Tools for Technology Transfer.

• Explorer Grant from INRIA obtained in November 2010 in order to develop collaborative work on runtime
verification.

6 International Publications and Scientific Production

6.1 Synthesis

Journal Conferences Proceedings Book Chapters
17 44 2 1

The full list of my publications is at www.ylies.fr/?page_id=47.

6.2 Metrics (source: Google Scholar)
H-index: 15.
i10-index: 25.

Maximal number of citations for a publication: 75 times.
Total number of citations: 872.

6.3 Selected Publications
1. Runtime enforcement of regular timed properties by suppressing and delaying events. Y. Falcone, T. Jéron,

H. Marchand, S. Pinisetty. In SCP: Science of Computer Programming. Volume 123, 1 July 2016, Pages
2–41. DOI: 10.1016/j.scico.2016.02.008

2. Runtime Verification of Component-Based Systems in the BIP Framework with Formally-Proved Sound and
Complete Instrumentation. Y. Falcone, M. Jaber, Th-H. Nguyen, M. Bozga, S. Bensalem. In SOSYM:
SOftware and SYstem Modeling. February 2015, Volume 14, Issue 1, pp 173-199

3. Decentralised LTL Monitoring. A. Bauer, Y. Falcone. In FM’2012: 18th international symposium on
Formal Methods.

4. What can you Verify and Enforce at Runtime? Y. Falcone, J-C. Fernandez, L. Mounier. In STTT: Software
Tools for Technology Transfer – Special issue on Runtime Verification. June 2012, Vol. 14, Issue 3, pp
349-382.

7 Software
I was involved in the design and development of several software demonstrators and prototypes.

• Software demonstrators:
1. mi-AdBlocker. mi-AdBlocker is an ad blocker based on monitoring techniques that offered several

advantages when it was released compared to the commercial existing ad blockers.
2. mi-Security. mi-Security allows user of Android devices to setup security policies over applications in

an easy way.
mi-AdBlocker and mi-Security were realised based on the software prototypes WeaveDroid and RV-Droid.

• Software prototypes realised for conferences and journals:
1. THEMIS: A Tool for Decentralized Monitoring Algorithms. THEMIS allows to design, simulate, and

compare decentralised monitoring algorithms.
2. TiPEX: Timed Properties Enforcement on eXecution. TiPEX is a tool for the runtime enforcement

of timed properties: it allows to generate timed properties as timed automata and enforce them over
systems. TiPEX is described in the RV 15 publication [45].
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3. DecentMon 3: Decentralised Monitoring of LTL formulas under different organizations. DecentMon 3
is a benchmark to assess the cost of decentralized monitoring of LTL formulas under different monitor
organization. DecentMon 3 is described in the RV 2014 publication [10].

4. DecentMon 2: Efficient Decentralised Monitoring of Regular Languages. DecentMon 2 is a bench-
mark to asses the cost of decentralised monitoring of regular languages in a more efficient way than
DecentMon 1. DecentMon 2 is described in the FORTE 2014 publication [18].

5. RE-BIP: Runtime Enforcement for BIP systems. RE-BIP allows to integrate runtime enforcement
monitors in a component-based systems described in the Behavior Interaction Priority framework.
RE-BIP is described in the SAC 2014 and STTT journal publications [9, 27].

6. TAKOS: Toolbox for the K-step Opacity of Systems. TAKOS allows to analyse the opacity of secrecy
properties over systems (to ensure the confidentiality of sensitive information over systems). TAKOS
was realised the CDC 13 and JDEDS publications [1, 31].

7. Weave Droid - protected by the french institute for software protection (APP). Weave Droid allows
aspect-oriented programming on Android devices.

8. j-Cyclitur - protected by the french institute for software protection (APP). j-Cyclitur allows compact-
ing and compressing cyclic traces of micro-controllers. j-Cyclitur was developed in the context of
project FUI IO32 and is described in the IESS 2013 publication [2].

9. DecentMon 1: Decentralised Monitoring of LTL formulae. DecentMon is a benchmark to assess the
cost of decentralized monitoring of LTL formulas. DecentMon is described in the FM 2012 and FMSD
publications [7, 6].

10. RV-Droid: Runtime Verification and Enforcement for Android devices. RV-Droid allows users to run-
time verify and enforce properties on Android applications. RV-Droid is described in the RV 2012
publication [20].

11. Java-PT: Property Testability in Java. Java-PT allows to model regular properties and analyse their
testability. Java-PT is described in the STTT journal publication [22].

12. RV-BIP: Runtime Verification for BIP systems. RV-BIP allows to integrate runtime verification moni-
tors in a component-based systems described in the Behavior Interaction Priority framework. RV-BIP
was developed for the SEFM 2011 and SoSYM journal publications [28, 29]

13. j-POST: Property-Oriented Software Testing for Java. j-POST allows property-oriented testing on
software. j-POST is described in the MBT 2008 publication [32].

14. j-VETO: Verification and Enforcement TOolbox. j-VETO allows to monitor parametric properties on
Java programs. j-VETO is described in the STTT publication [25].

8 Service to the Research Community

8.1 Scientific Leadership
• Representing France in the COST Action IC 1402 ARVI on runtime verification beyond monitoring.
• Co-chairing with Ezio Bartocci the Working Group on Core Runtime Verification in the COST Action IC

1402 ARVI on runtime verification beyond monitoring.
• Co-founded the competition on runtime verification with Borzoo Bonakdarpour and Ezio Bartocci and mem-

ber of the steering committee.
• Co-organised with Christian Colombo the first international summer school on Runtime Verification spon-

sored by the COST Action ArVI; attracting more than 50 students to the school.
• Co-organised with Saddek Bensalem two international summer schools on Cyber-Physical Systems spon-

sored by PERSYVAL-lab (french excellence initiative) and EIT ICT Labs; attracting more than 70 students
to both editions of the school.

8.2 co-Editing
• RV 2010: the first international conference on Runtime Verification.
• Guest co-editor of a special issue in Software Tools for Technology Transfer on Runtime Verification, in

2013.
• RV 2016: the sixteenth international conference on Runtime Verification.
• Guest co-editor of a special issue in Formal Methods in System Design on Runtime Verification, in 2017.
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8.3 Chairing and Participating to Committees
8.3.1 Chairing and co-Chairing Program/Scientific Committees

SAC-SVT’17, RV’16, CRV’16, CRV’15, CSRV’14.

8.3.2 Participation to Program Committees

RV-CuBES, RV’17, TASE’17, iFM’17, PDP’17, DATE’17 – Topic E3, CARI’16, SSS’16, RV’16, Pre-Post’16,
SAC-SVT’16, CRI’15, MSR’15, IPAC’15, PCODA’15, RV’15, SAC-SVT’15, SecTest’14, CSRV’14, FORTE’14,
RV’14 (main track), RV’14 (tool track), RV’13, MSR’13, SecTest’13, Isola’12, RV’12, SecTest’12, SERP’11,
RV’09.

8.3.3 Organizing Events

Co-organization and scientific coordination for the Cyber-Physical Systems Summer School in 2013 and 2014.

8.3.4 Participating to Organization Committees

SPIN’17, the 24th International SPIN Symposium on Model Checking of Software (Publicity Chair); IsoLA’16
(co-organization with Ezio Bartocci) for the track on “Runtime Verification and Enforcement: the Applica-
tion Perspective”; CRV’16, the 3rd international Competition on Runtime Verification (co-Chair); CRV’15, the
2nd international Competition on Runtime Verification (Chair); Summer School on Cyber-Physical Systems
2014 (Chair); RV’14 (chair of the publicity committee); CSRV’14, the 1st International Competition on Soft-
ware for Runtime Verification (co-Chair); ETAPS’14 (Publicity chair and assisting the general Organization
chair); MAROC’13 (organization committee and PC co-chair); Summer School on Cyber-Physical Systems 2013;
IsoLA’12 (co-organization with Lenore D. Zuck) for the track on “Runtime Verification: the Application Per-
spective”; AFADL’12 (Organization committee); RV’10 (Publicity Chair); CAV’09 (Organization committee);
VVPS’09 (Web).

8.4 Reviewing
8.4.1 For Journals and Conferences

• Journals: IEEE Design and Test, ACM Transactions on Software Engineering and Methodology, Formal
Aspects of Computing, ACM Transactions on Automatic and Control, Acta Informatica, Formal Methods
in System Design, International Journal of Information and Computer Security, Science of Computer Pro-
gramming, Software Tools for Technology Transfer, Journal of Systems and Software, ACM Transaction
on Aspect-Oriented Development, The Computer Journal, ACM Transactions on Information and System
Security, Elsevier Computer Review, Software Testing Verification and Reliability.

• Conferences (in addition to PC memberships): TACAS’17, NFM’16, ASE’15, OOPSLA’15, FM’15, CAV’15,
DAC’15, DATE’15, CAV’14, MBT’14, SAC-SVT’14, DATE’14, SSS’13, SecTest’13, FM’12, ICST’12,
DATE’12, ICFEM’11, HSCC’11, FASE’11, WoDES’10, VECoS’10, TASE’10, CAV’09, RV’08.

8.4.2 For Projects

American University of Beirut projects (2015), Icelandic Center for Research projects (2014), American Univer-
sity of Beirut projects (2014), ANRT Ph.D. Grant (2013), ANR (French NSF) Grants (2013).

9 Departmental Activities
• Co-responsible of the first year of the International Master in Computer Science – MoSIG (2014 – ongoing).
• Mission Valorisation for Grenoble Informatics Lab (2014 – ongoing).
• Elected member of the concil of Grenoble Informatics Lab (2016-ongoing).
• Member of the educational board of Persyval-lab (2012 – 2014).
• In charge of elaborating research collaborations between the university of Grenoble and Galatasaray Uni-

versity (2012,–). Several visits to the university of Galatasaray, Istanbul, Turkey.
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• Representing University of Grenoble at the Galatasaray Consortiums, in Turkey and France (2011 - ongoing)
• Member of Verimag council in 2008 and 2009: Ph.D. students representative.
• Webmaster of Verimag DCS Website (in 2007 and 2008): creating and managing a Website for 25 persons.

10 Ph.D. and Scientific Supervisions

Ph.D. Master 2 and Engineers Master 1 & Undergraduate
3 (4 ongoing) 7 (1 ongoing) 24 (1 ongoing)

10.1 Ph.D. Students

• Azzeddine Amiar, Ph.D. student (2011 - 2013), University of Grenoble. In the context of IO 32 project with
ST Microelectronics. Defended on November 27th, 2013. Co-supervision with Lydie du Bousquet.
The thesis of Azzeddine deals with fault-localization in microcontrolers. By using probes on microcontrol-
ers we retrieved their execution traces. Analyzing traces was difficult because it contained a huge amount
of low-level information. However, traces are cyclic in the sense that they contain hierarchical patterns of
events. Azzeddine leveraged the cyclic nature and defined algorithms to obtain more compact representa-
tions of the traces and adapted existing fault-localization algorithms to cyclic traces.

• Srinivas Pinisetty, 2012 – 2014, University of Rennes. In the context of the ANR Vacsim project. Defended
on January 23rd, 2015. Co-supervision, with Thierry Jéron and Hervé Marchand.
The thesis of Srinivas introduces runtime enforcement for timed properties. We introduced the notion of
enforcement mechanisms to generalise the notion of enforcement monitors (usually described in the liter-
ature). Enforcement mechanisms for timed properties are delayers with suppression that is they store and
suppress actions to make the execution sequence satisfy the property. Enforcement mechanisms are de-
scribed at several levels of abstractions and we proved the existence of a refinement relation between the
levels of abstraction.

• Abdurrahman Pektas, 2013 - 2015, University of Grenoble and University of Galatasaray. Defended on
December 10th, 2015. Co-supervision with Tankut Acarman and Jean-Claude Fernandez.
The thesis of Abdurrahman addresses the problem of malware detection and classification. We wanted
to design a method that scales with the constantly-growing number of malware. Abdurrahman extended
data mining and machine learning techniques based on the insight that new malwares are often variants
(mutations) of existing (and already classified) malware.

• Hosein Nazarpour, 2013 - 2017, Univ. Grenoble Alpes. To be defended on June 26, 2017. Co-supervision
with Saddek Bensalem. The thesis of Hosein deals with monitoring of component-based systems. We define
techniques to monitor multi-threaded and distributed component-based systems. The developed techniques
are efficient in the sense that they do not impact much the performance of the monitored systems. Moreover,
these techniques preserve the concurrency of the monitored system; thus ensuring the soundness of the
observed verdicts.

• Antoine El-Hokayem, 2015 - 2018, Univ. Grenoble Alpes. I am supervising Antoine (alone) as I have asked
for a special authorisation.
The thesis of Antoine deals with decentralised runtime verification. We aim at defining theories for mon-
itoring decentralised systems by introducing the notion of decentralised specification, and study how one
can obtain decentralised specifications from centralised ones.

• Raphaël Jakse, 2016 - 2019, Univ. Grenoble Alpes. Co-supervision with Jean-François Mehaut.
The thesis of Raphaël aims at combining runtime verification and debugging. We aim at defining what we
call interactive runtime verification where one can automate some tedious phases of debugging by using
runtime monitors to locate faults and steer the execution to explore the execution and ensure better code
coverage.

• Fabian Gruber, 2016 - 2019, Univ. Grenoble Alpes. Co-supervision with Fabrice Rastello.
The thesis of Fabian deals with performance profiling and debugging. We aim at defining what we call
interactive performance debugging where one can interactively profile the performance of application by
using a debugger.
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10.2 Master Students, Engineers, and U of Grenoble Excellence Internships

I have supervised or co-supervised more than 25 master, bachelor, and Grenoble excellence initiative students
from University of Grenoble or abroad over the last years. Please see my website (http://www.ylies.fr/
?page_id=169) for more details.

11 Teaching Activities

11.1 At Univ. Grenoble Alpes

As an associate professor, I perform at least 192 hours of teaching activities in front of students, every year. In
France, these hours do not include surrounding teaching activities such as office hours and grading which are done
by the person supervising the course.

Below is a summary of the lectures I am or was involved in.

• Programming Languages and Compiler Design in International Master (supervision, english lecture, and
english tutorial).

• Languages and Automata in Bachelor year 2 (supervision, french lecture, english and french tutorials).
• Advanced Testing Techniques in Master year 2 (supervision, french lecture),
• Introduction to Runtime Verification in International Master year 2 (english lecture).
• Object-oriented Design and Programming in Master year 1 (french tutorial).
• Introduction to Functional Programming in Bachelor year 1 (supervision, english lecture and tutorial).
• Proof techniques and logic for computer science in International Master year 1 (lecture and tutorial).

11.2 Invited Lectures and Tutorials

In addition to the courses at Univ. Grenoble-Alpes, I have given invited lectures and tutorials:

• Runtime Verification and Enforcement for Realtime Systems, in ETR Summer School, Paris, France, in 2017.
• Runtime Verification and Enforcement: an introduction, in TAROT Summer School, Napoli, Italy, in 2017.
• Introduction to Runtime Verification and Monitoring Android Systems at American University of Beirut,

Lebanon, in 2016.
• Introduction to Runtime Verification at Galatasaray University, Istanbul, Turkey, in 2016.
• Introduction to Programming Languages and Compiler Design at Galatasaray University, Istanbul, Turkey,

in 2012-2016.
• Programming Languages and Compiler Design at École Nationale Polytechnique de Yaoundé (Polytech-

nique School Yaoundé), CETIC, Yaoundé, Cameroon, in 2015.
• Monitoring Android Systems at ENSA Tetouan, Morocco, in 2014.
• Introduction to Model Checking at Universidad Pontifica Javeriana, Bogota, Colombia, in 2012.

12 Previous and Current Collaborations

Howard Barringer (University of Manchester, UK); Ezio Bartocci (Vienna University, Austria); Saddek Bensalem
(Univ. Grenoble Alpes, France); Marius Bozga (CNRS, France); Andreas Bauer (NEC, Germany); Jan Olaf Blech
(RMIT University, Australia); Christian Colombo (University of Malta, Malta); Mickaël Delahaye (CEA Saclay,
France); Jean-Claude Fernandez (Univ Grenoble Alpes, France); Klaus Havelund (NASA JPL, USA); Sylvain
Hallé (University of Quebec, Canada); Mohamad Jaber (American University of Beirut, Lebanon); Thierry Jéron
(Inria Rennes, France); Raphaël Khoury (University of Quebec, Canada); Hervé Marchand (Inria Rennes, France);
Jean-François Méhaut (Univ. Grenoble Alpes, France); Laurent Mounier (Univ. Grenoble-Alpes, France); Than-
Hung Nguyen (Hanoi University of Sciences and Technology, Vietnam); Abdurrahman Pektas (Tubitak, Turkey);
Srinivas Pinisetty (KTH, Sweden); Giles Reger (University of Manchester, UK); Antoine Rollet (University of
Bordeaux, France); Grigore Rosu (University of Illinois at Urbana-Champaign, USA); Yi Zhang (University of
Illinois at Urbana-Champaign, USA); Lenore Zuck (University of Illinois at Chicago, USA).
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[21] Yliès Falcone, Jean-Claude Fernandez, Thierry Jéron, Hervé Marchand, and Laurent Mounier. More testable properties. In Alexandre
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applications. In Jean-Jacques Lesage, Jean-Marc Faure, José E. R. Cury, and Bengt Lennartson, editors, 12th International Workshop
on Discrete Event Systems, WODES 2014, Cachan, France, May 14-16, 2014., pages 420–427. International Federation of Automatic
Control, 2014.

9
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